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Abstract—The National Cybersecurity Center of Excellence
(NCCoE) is helping enterprises ensure the integrity of their data
through collaborative efforts with industry and the information
technology (IT) community, including vendors of cybersecurity
solutions. This abstract provides an overview of the NIST
Cybersecurity Practice Guide SP 1800-11, Data Integrity:
Recovering from Ransomware and Other Destructive Events.
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. INTRODUCTION

Data integrity (DI) attacks have compromised corporate
information, including emails, employee records, financial
records, and customer data. Destructive malware, ransomware,
malicious insider activity, and even honest mistakes all set the
stage for why organizations need to quickly recover from an
event that alters or destroys data. Businesses must be confident
that they can recover and that the recovered data is accurate
and safe.

NCCoE at NIST built a laboratory environment to explore
methods to effectively recover from a data corruption event in
various IT enterprise environments.

Il. SECURITY EXPERIENCES

A. The Problem

When an organization’s data sustains a DI attack, the attack
can impact emails, employee records, financial records, and
customer data, rendering the information unusable or
unreliable or even cause operations to cease. When DI events
occur, organizations must be able to recover quickly from the
events and trust that the recovered data is accurate, complete,
and free of malware.

B. The Solution

The NCCoE implemented a reference solution composed of
secure storage, logging, virtual infrastructure, corruption
testing, and backups that together enable recovery from a
detected DI event. Secure storage is the ability to store files
such as backups, gold images, or configuration files in a format
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that cannot be corrupted. The logging capability works in
conjunction with corruption testing to detect changes in the
integrity of information associated with monitored data, and
generates logs about these events. These details can be used to
investigate the logs to correlate all events relative to the attack
across all items that report log files. A security analyst
attempting to recover from a DI event would determine the
“last known good” for the systems that the backup capability
would employ for recovery. This backup capability would
restore to the point prior to the DI event.

This reference solution creates the ability to understand the
‘last known good’ of an enterprise, to recover to that point, and
resume operations quickly and efficiently.

I11. CHALLENGES AND OBSTACLES

There is a trade-off between the frequency of backups and
the amount of data loss an enterprise will experience. More
frequent backups require more resources, both in work
performed by the client and in space required on the server.
More frequent backups, however, provide more granularity in
recovery capabilities. Without proper balance, a file will lose
more data during recovery because the restoration is to a point
in time and will not reflect recent changes to the file.
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