
• Create an FPGA architecture generator along with a supporting 
toolchain (in progress).

• Extend the architecture generator to include provably secure 
components such as a power-balanced look up table (future).

• Develop a constraint generator to seamlessly map the secure 
components’ HDL to hardware from multiple vendors (future).

Critical systems are those whose compromise would result in 
loss of life, loss of national security, or loss of valuable 
resources. To field such systems, security and trust 
considerations must be accounted for during the system’s 
design. In recent years, FPGAs have become an important 
implementation platform for such critical systems due to 
their flexibility. However, ensuring proper system operation 
from functional conformance down to side channel emissions 
is no small feat. This work explores current techniques for 
high-assurance design and proposes a new method for 
achieving high assurance without depending entirely on 
vendor-specific tools.

A Virtual FPGA for Secure Design Guarantees

This project investigates the use of FPGA overlay technology to provide 
secure-by-design guarantees to designs implemented in the overlay. An end-
to-end toolchain allows designers to generate a custom FPGA overlay as a 
design target and synthesize their designs to it. The components of the 
generated architecture are intended to be pre-verified modules that can be 
mixed into an architecture as needed by a designer. Key benefits of this 
approach include:
1) a chain of trust that can extend down to the logic used to construct a 

hardware design running on an FPGA
2) a platform-independent approach wherein one architecture can be 

mapped to vendor parts using low-level place-and-route constraints Figure 1. Flowchart showing components of the virtual FPGA toolchain.
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Figure 3. Steps of the SOTA high assurance 
design process.

Figure 4. Steps of the proposed vendor-
independent high assurance design process.

Figure 2. A generated FPGA architecture using logic tiles, I/O, and connection blocks. 
Future work will allow some of the logic tiles to contain dedicated security primitives.


