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Overview

* The Presenter
e The Attack Surface and You
e The Problem

* The Solution and Detailed Technique

* The Dataset and a Case Study
* Measuring Attack Surface Complexity
* Future Work



About the Presenter

* Formerly
* U.S. Air Force Intelligence Officer
* Information Warfare Instructor
e Security Compliance Auditor
* Security Penetration Tester

e Currently
e Offensive Security Team Lead (Pen Test and Red Team)
e Clemson Computer Science PhD Student



Attack Surface

Vulnerabilities

* Many definitions

e For our purpose, the attack surface
|=set of all vulnerabilities

e But all vulnerabilities can be found
on the attack surface Attack Surface

 The attack surface contains all
known and unknown vulnerabilities

e Attack Surface — Set of all points on a target that
can be used to access or impact that target




Who cares about attack surfaces?

* Red Team
* Emulates threats, exploits attack surface

e Penetration Test Team
e Tests attack surface

e Blue Team
e Defends attack surface

 Application Developers
 Minimize attack surface



Attack Surface — Scope

* Network only, specifically TCP ports

* Excludes
* UDP Ports
Everything above and below OSI Layer 4
Physical Security
Social Engineering



Attack Surface — Mapping

* Detect open TCP ports

* Open ports == listening processes =

* Nmap and Shodan
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Explore Downloads Reports

The search engine for Webcams
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Shodan is the world's first search engine for Internet-connected

Create a Free Account Getting Started

Explore the Internet of Things

Use Shodan to discover which of your devices are connected to the Internet,
where they are located and who is using them.

Monitor Network Security

Keep track of all the computers on your network that are directly accessible
from the Internet. Shodan lets you understand your digital footprint.




The Problem

* Scale
* Many services exposed to Internet on large corporate networks
* Even more services on large internal corporate networks

* Shape and Depth
* Network protocols
» Shrink-wrapped app services (operating systems, web servers, etc.)
* Application services



The Problem — Scale

 How do we exploit/test/defend such a large space?

Manual Tools

(Kali Linux, Metasploit
Community, NetCat, Burp
Proxy Suite)
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The Semi-Automatic Gap
The precision of manual
tools with the speed of
automatic scanners.

Automatic Scanners
(Vulnerability Scanners,
Dynamic App Security
Test Vendors)



web server 80 only

The SO‘Utlon web server 80 only

 C(Cluster similar hosts web server 80/443

 Script and repeat techniques ftp server ﬁj zggzgﬁg

ftp server web server 80/443

ftp server with ssh

* Manual testing on outliers

ftp, http, smtp, dns, http 8080



The Technique

* |dentify all open ports in the organization
* [80, 443, 53, 21, 22, 8000, 25, 8443, 500, 8008, 8010, 8019, 8023, 5060]

e |dentify ports that are open in most hosts in the organization
* [80, 443, 53, 21]



The Technique

* |dentify all open and frequently open ports in the organization
* [80, 443, 53, 21, 22, 8000, 25, 8443, 500, 8008, 8010, 8019, 8023, 5060]
* [80, 443, 53, 21]

 Create two Boolean vectors for each host based on its open ports
e Aserver with ports 80 and 443 open would have the following two vectors
 [TTEFEFFFEFEFFEFFFF]
* [TT,EF]



The Technique

e |dentify all open ports and frequently open ports in the organization
* Create two Boolean vectors for each host based on its open ports

 Compute the similarity between each host based on
* The shorter frequent ports vector if any of those ports are open, or
* The longer all-ports vector if neither host has any frequent ports open

sty | v s 2 Lot

1.00 0.75 1.00
* N/A 0.50 0.50
* * N/A 0.25




web server 80 only

The TeChanue web server 80 only
* |dentify all open ports gnd web server 80/443
frequently open ports in the N web server 80/443
i . p server
Organlzatlon ftp server web server 80/443

web server 80/443
ftp server with ssh /

* Create two Boolean vectors for
each host based on its open ports

 Compute the similarity between

ftp, http, smtp, dns, http 8080
each host

* Cluster all hosts above a given
minimum similarity



web server 80 only

The TEChnlque web server 80 only

* |dentify all open ports web server 80/443

e Create vectors for each host ftp server we> zgzg:gﬁg

ftp server web server 80/443

ftp server with ssh

* Compute the similarity
* Cluster all hosts above a given
minimum similarity

* Break out any “different” hosts ftp, http, smtp, dns, htp 8080
within a cluster as “Intra-Cluster
Outliers”



web server 80 only
web server 80 only

The Technique

* |dentify all open ports

web server 80/443
web server 80/443
web server 80/443
web server 80/443

e Create vectors for each host

ftp server
ftp server
ftp server with ssh

 Compute the similarity

 Cluster all hosts above a given
minimum similarity

e |dentify Intra-Cluster Outliers ftp, http, smtp, dns, htp 8080

, Intra-Cluster Outliers,

and Outliers




Organization | Hosts | Ports

College 747 3,459
Financial 1,584 1,957
The Dataset sl il
Food 39 49
« 13 different organizations Government SEE| T
Healthcare 5,289 9,337
* Open/Closed Ports Hospital 785 1,265
 Banner Information (not used) Hospitality 224 327
Professional 433 456
 Shodan CSV export
Resort 288 494
Retalil 1,375 1,741
& 8 & 2 2 £ G s | Social Network 256 423
IP Port Banner Timestamp Hostnames Country City Operating Sy Organization .
38.14 443 HTTP/1.1  2020-04-01T wsx-ctc-stg.c United States Healthcare Tourism 929 1,605
.38.68 443 HTTP/1.1 2020-04-01T capp-stage-e United States Healthcare

192.18 123 NTP 2020-04-01T14:50:16.466E United States Healthcare Travel 305 354



Case Study

User: Red Team
Target: Financial Company

Goal: Emulate a realistic threat
intent on quietly gaining a
foothold on the internal
network

College 747
Financial 1,584
Food 39
Government 692
Healthcare 5,289
Hospital 785
Hospitality 224
Professional 433
Resort 288
Retail 1,375
Social Network 256
Tourism 929

Travel 305

3,459
1,957
49
1,027
9,337
1,265
327
456
494
1,741
423
1,605
354



Cluster Size m Intra-Cluster Outliers

365 80,443
Case StUdy 690 + 2 443 443,8000 / 443,8000
378 80
e User: Red Team 82 53
e Target: Financial Company il 21 21,22 /21,22
11 22
e Goal: Emulate a realistic threat 10 -
intent on quietly gaining a 4 8443
foothold on the internal P 500
network 1 8000,8008,8010,
8019,8023

1 5060



Cluster Size m Intra-Cluster Outliers

365 80,443

Case Stud Y 690 + 2 443 443,8000 / 443,8000
378 80
 Qutlier 82 53
* Unusual ports, maybe web 34+2 21 21,22 /21,22
services? 11 22
 Worth a look 10 25
4 8443
4 500
8000,8008,8010,
8019,8023

1 5060



Cluster Size m Intra-Cluster Outliers

365 80,443

Ca Se St U d y 690 + 2 443 443,8000 / 443,3000
378 80
* High Value Web Servers 82 53
 High ports could be indicative of  34+2 21 21,22 /21,22
some sort of administrative 11 22
console 10 75
 Check for default passwords or A 8443
common vulnerabilities and 4 500
misconfigurations 8000,8008,8010,
8019,8023

1 5060



Cluster Size m Intra-Cluster Outliers

365 80,443

Case Stu d Y 690 + 2 443 443,8000 / 443,8000
378 80
e SSH Servers 82 53
e Secure File Transfer? 34 +2 21 21,22 /21,22
11 22
10 25
4 8443
4 500
8000,8008,8010,
8019,8023

1 5060



Cluster Size m Intra-Cluster Outliers

365 80,443

Case Stud Y 690 + 2 443 443,8000 / 443,8000
378 80
e SSH Servers 82 53
e Secure File Transfer? 34 +2 21 21,22 /21,22
e Secure Shell for Admin Access? 11 22
10 25
4 8443
4 500
8000,8008,8010,
8019,8023

1 5060



Cluster Size m Intra-Cluster Outliers

365 80,443

Case Stud Y 690+2 443 443,8000 / 443,3000
378 80
e Remaining Web Servers 82 53
 Focus on 443-only first 34 +2 21 21,22 /21,22
* Less likely to be customer-facing 11 22
10 25
4 8443
4 500
8000,8008,8010,
8019,8023

1 5060



Cluster Size m Intra-Cluster Outliers

365 80,443
Case Stud Y 690 + 2 443 443,8000 / 443,8000
378 80
e Attack Plan: 82 53
e OQutliers first 34 +2 21 21,22 / 21,22
 High Value Web Servers 11 22
+ SSH 10 25
* Other Web Servers Prioritized 4 8443
4 500
8000,8008,8010,
e Blue Team and App Teams 8019,8023
1 5060

 See how the Red Team views your
network



Attack Surface Complexity

* Why?
* Determine test/defense level of effort
* Use as metric when working to shrink attack surface

e Concept n j
 Each outlier host counts as 1... Z logyo(M;) + 1] + 2 + K
e Qutliers within a cluster count as 0.5... =1
* And each cluster counts as 1 plus a small amount based on its size.



Attack Surface Complexity
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433
256
224
305
1,584
1,375
288
785
692
5,289
929
747

456
423
327
354
1,957
1,741
494
1,265
1,027
9,337
1,605
3,459
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92.3%
98.6%
98.8%
97.8%
97.0%
99.6%
97.7%
84.7%
92.0%
91.0%
98.5%
90.9%
81.1%

10.051
19.724
21.717
22.012
26.616
27.669
44.473
64.95
77.156
87.422
97.154
98.387
167.584



Future Work

* Climb the OSI Layer to the top (Application Layer)

* Use application-level responses to cluster more

* Internal Networks
e Service detection for “weird” services

* Web applications
* URLs and parameters and web services, oh my!

Can we improve on the current state of the art?



Why?

e Each network-facing application is part of a larger ecosystem.
 Red Teams and threat actors will attack it.
* Pen Test Teams will evaluate it.
* Blue Teams will defend it.

Knowing how your application will be assessed and attacked will help
you to better build security in from the start.
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